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CHAPTER 1 
 
 
 
 
PROJECT OVERVIEW 
 
 
 
1.1  Introduction 
 
 
The growth of e-health services such as online medical advice, online 
pharmacies, and online patient record; both in public and private medical sector are 
inevitable. The proliferation and dependency of medical online system in healthcare 
sector in Malaysia has fueled up the need to protect the systems from any kind of threat 
to ensure the continuity of the healthcare services. It is acknowledged how important for 
a business to implement information security management in securing their ICT assets in 
order to staying in business, no matter in what circumstances befall. The primary process 
in information security management is risk analysis; a process to identify threats and 
vulnerabilities, analyze them to ascertain the exposures, and highlight how the impact 
can be eliminated or reduced. Risk analysis will provide a basis for risk evaluation, risk 
treatment and risk acceptance. 
 
 
This project focuses on analyzing the risk faced by ICT based health institution 
that runs several ICT systems to support their daily operation. Hospital Selayang is 
chosen as the subject because it is the first public hospital in Malaysia that fully 
implemented with Total Hospital Information System (THIS). Pictures Archiving and 
Communication System (PACS) is one of the system that runs under THIS. 
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This project is outlined in six chapters. The first chapter is for project overview. 
Chapter 2 transcribes literature review and chapter 3 provides research methodology 
which consists of project development method and technique. Chapter 4 describes flow 
of risk analysis design. Chapter 5 presents implementation and result of this project. 
Chapter 6 provides conclusion of this report which covers summary of research finding 
and contribution of this research. 
 
  
 In this chapter, the report is organized into seven topics. It is started by 
introduction of this project paper and followed by background of problem, problem 
statement, project aim, project objectives, and project scope. This chapter is ended by 
chapter summary. 
 
 
 
 
1.2  Background of problem 
 
 
Hospital Selayang (SH) is an ICT-based hospital. It is located in Selayang, 
Selangor and equipped with 960 inpatient beds and 20 clinical disciplines. It has been 
designed and constructed for a Total Hospital Information System (THIS) environment. 
It is the first hospital in Malaysia and the world to operate with THIS which covers all 
aspects of hospital operation. The ultimate aim of this hospital is to be paperless and 
filmless hospital. It is critical to ensure THIS always in continuous operation. Therefore, 
security is very important and plays a vital role in protecting THIS asset and 
information. It was obvious that risk analysis is a method in determining which 
countermeasures need to be implemented in fighting against wide range of potential 
threats. 
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1.3  Problem Statement 
 
 
There are many questions regarding the risk analysis outcomes but for this 
project, it will address and answer some problems that as stated as follows: 
 
a. Examine what are potential threats for Pictures Archiving and 
Communication System (PACS) that needs to be comprehensively identified 
and analyzed. 
 
b. To identify critical asset that potentially exposure to loss as well incident that 
likely to happen if the asset is compromised by the threat. 
 
c. Proper vulnerability investigation must be conducted to search and determine 
for flaws and weakness exist in Pictures Archiving and Communication 
System (PACS) environment. 
 
d. To study and determine Dynamic Fault Tree (DFT) model can be used to 
model the information security risk in dynamic model. 
 
 
 
 
1.4  Project Aim 
 
 
The aim of this project is to perform risk analysis on the Pictures Archiving and 
Communication System (PACS) and to model the identified risks using dynamic model 
method called Dynamic Fault Tree (DFT) modeling technique. The analysis will be 
based on ISO/IEC 27005 Information Security Risk Management Standard. The analysis 
shall benefit Hospital Selayang in overall risk management process especially in 
determining what controls are needed to reduce the risks to an acceptable level.  
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1.5   Project Objectives 
 
 
The objectives that will be specified below explain what kind of knowledge the 
study is expected to obtain. It also should give a clear notion of what is to be described, 
determined, identified and analyzed. 
 
a. To study existing and potential threats in Pictures Archiving and 
Communication System (PACS). 
 
b. To carry out risk analysis to Pictures Archiving and Communication System 
(PACS) and asset related to it based on suitable technique. 
 
c. To determine whether dynamic system modeling can be used in information 
security risks. 
 
d. To produce risk analysis report which consists of risk identification and risk 
estimation details as an input for Hospital Selayang to be used in their overall 
risk management process. 
 
 
 
 
1.6  Project Scope 
 
 
Project scope will indicate the limitation of this project in terms of its process, 
coverage, collaborators, participants and potential products. 
 
a. The unit of analysis is Hospital Selayang which is located in Gombak, 
Selangor, a health institution. 
 
b. The risk analysis is conducted on Pictures Archiving and Communication 
System (PACS). 
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1.7 Summary 
 
 
 This chapter has described introduction of this project report, background of 
problem, problem statement, project aim, project objectives and project scope. These 
topics have clearly stated and justify why this project is worth developed and 
implemented. Next chapter will discuss literature review. 
 
 
 
 
